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SIGNAL PROCESSING AND CYBERSECURITY IN SOME CHAOTIC OPTICAL
COMMUNICTAION SYSTEMS

A chaos —geometric approach to investigation of complex chaotic dynamical systems is applied to an anal-
ysis, modeling and processing the time series of emission intensities of chaotic transmitter/receiver systems (two
unidirectionally coupled semiconductor laser systems in the all-optical scheme) suited for encoding at rates of
GBit/s. the problem of a signal processing is directly connected with the corresponding cybersecurity in some
optical chaos communictaion systems. The estimated values for the dynamic and topologic invariants such as
the correlation and Kaplan-York dimensions, Lyapunov indicators, Kolmogorov entropy etc for investigated

chaotic signal time series of two unidirectionally coupled semiconductor laser systems in the all-optical scheme.

1. At present time there are carried out the
intensive investigations in the field of signal
processing and cybersecurity in different
optical chaos communictaion systems that is
provided by a great importance and interst
due to its technical applicatioons [1-6].

The use of methods of a chaos theory has
been considered as an effective alternative
technique to encrypt information that pro-
vides a high level of cyber security for com-
plex information. There have been published
sufficiently large number of papers, but,
hitherto it is absent an full understanding all
mathematical computational, informational
and technological aspects of this problem
(c.g., [1,2] and Refs therein).

According to ref. [1,2], there are papers,
where it has been shown that a message
could be encoded and decoded within a high
dimensional chaotic carrier in devices with
using coupled single-mode semiconductor
lasers subjected to coherent optical feedback
or injection, or erbium doped fiber ring la-
sers.

The important feature of such schemes is
connected with successful possibilities to
synchronize two spatially separated chaotic
semiconductor lasers to each other. The
authors [2] have reviewed review the main
characteristics of the emitter/receiver devic-
es concentrating on two kind of chaotic sys-
tems: a semiconductor laser subject to a de-
layed all-optical feedback and a semiconduc-
tor lasers subject to a delayed non-linear

electro-optical feedback. The important result
of Ref. [2] are as follows: firstly, there is
generated a direct-chaotic carrier in dynamics
of both systems; secondly, availability of
chaotic regime in systems sufficient to pro-
vides a privacy in the communication as the
higher the complexity of the chaotic carrier
the more difficult is to decode the message
without the appropriate receiver [2].

From the technical viewpoint, message
can be hidden in the broad spectrum in the
10-100 GHz range due to the use of semi-
conductor diode lasers. In Refs. [10-10] the
authors presented a general, uniform chaos-
geometric formalism to analysis, modelling
and prediction of the non-linear dynamics of
guantum and laser systems and devices (
such as atomic and diatomic systems in an
electromagnetic infrared field, laser and
quantum generators systems etc) with ele-
ments of the deterministic chaos. In particu-
lar, the detailed analysis and modelling has
been realized and the results of studying the
low- and high dimensional dynamics of a
chaos generation in the semiconductor
GaAs/GaAlAs laser with the retarded feed-
back as well as the results of non-linear anal-
ysis of the chaotic oscillations in a grid o two
autogenerators have been listed. It should be
noted that the dynamics of this systems has
been also studied from the viewpoint of the
corresponding differential equations solu-
tions (e.g. [12,24,44]). At the same time, in a
case of different quite complex systems a
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similar analysis and differential equations
solving is not possible at least in the simpli-
fied form, so here one may make processing
the experimental time series of the funda-
mental dynamical variables.

Through there are many papers, where the
different methods and algorithms of pro-
cessing temporal and spatial dynamics of the
complex systems are developed and inten-
sively used (see references [1-24].

However, below we will follow a chaos —
geometric approach, developed in refs. [20-
20]. It includes the advanced generalized
techniques such as the wavelet analysis, mul-
ti-fractal formalism, mutual information ap-
proach, correlation integral analysis, false
nearest neighbour algorithm, the Lyapunov
exponent’s analysis, and surrogate data
method, and principally new methods and
algorithms of prediction etc.

In this paper we apply a chaos —geometric
approach to analysis, modeling and pro-
cessing the time series of emission intensities
of chaotic transmitter/receiver systems (two
unidirectionally coupled semiconductor laser
systems in the all-optical scheme) suited for
encoding at rates of GBit/s [2].

We will list the estimated values for the
dynamic and topologic invariants such as the
correlation and Kaplan-York dimensions,
Lyapunov indicators, Kolmogorov entropy
etc for investigated chaotic signal time se-
ries.

According to Refs. [20-20], the general
chaos—geometric scheme of analysis, model-
ing and processing the time series of the cited
intensities time series includes the following
points. The first point is processing the input
data, which contain a time series with N dis-
crete values of the scalar variable, namely,
intensity measurements:

I(t) = I(to + jAD=1() (1)

So the first step is connected with preparing
the corresponding numerical data about the
intensity measurements. In the general case, s
(n) can be any time series (populations or
polarization of atoms or molecules, radiation
intensities of systems, etc.).
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In our case below speech is about the
time series of emission intensities of chaotic
transmitter/receiver systems (two unidirec-
tionally coupled semiconductor laser systems
in the all-optical scheme). This scheme is in
details described in Ref. [2]. It is a character-
istic feature of this system is availability of a
hyper-chaotic carrier, i.e. a high dimensional
chaotic attractor. This circumstance has a di-
rect relation to ensuring privacy in the
communication as the higher complexity of
a chaotic carrier the more difficult is to de-
code the message without the appropriate
receiver (see details in Ref. [2]). Usually
these characteristic can be provided by using
the semiconductor diode lasers, which, ac-
cording to different estimates, are able to ex-
hibit a broad spectrum in the range about 10-
100 GHz.

The characteristics of chaotic systems
signals (time series) and respectively a
mechanism of encoding the messages are re-
alized by such a way with a guarantee of im-
possibility to extract the message by means
of any linear filtering process etc. The tech-
nical parameters of the chaotic optical com-
munication system are described in ref. [2].

Here we only note that the setup is used to
study experimentally all-optical chaos phe-
nomenon. It consists of an external cavity
semiconductor laser and several detection
devices, namely, a cavity semiconductor la-
ser consists of an edge emitting laser which
is driven by a low noise direct current
source, a collimation lens, a variable neutral
density filter and a high reflecting mirror
with a reflectivity of approximately 99 %
terminating the external cavity [2]. The semi-
conductor laser with the facet reflectivities is
electronically pumped by a low noise current
source with the injection current Ipc. The in-
ternal round trip time of the light is z. The
emitted light is reflected from a distant mir-
ror with the reflectivity and reinjected into
the laser system with some time delay.

A system is constructed so in order to use
chaotic fluctuations of intensity (-or ampli-
tude) of a semiconductor laser. As a rule, one
keep in mind that some message is masked as
a small amplitude modulation with a masking



efficiency (order about -15 dB). In Ref. [2]
there are presented the data on the temporal
intensity dynamics obtained for an injection
current of Ipc = 1.2 Iy, and a length of the ex-
ternal cavity 3.9 cm. The temporal dynamics
comprises fast chaotic pulsations in the GHz
range representing as chaotic carrier signal
for communication experiments.

From the theoretical viewpoint, analysis
of the corresponding time series in further
includes reconstruction of the phase space of
a system.

More exactly, according to Refs. [20-20],
speech is about calculation the respective
embedding dimension and reconstruction of
an Euclidean space large enough so that the
set of points da can be unfolded without am-
biguity. The well-known approach to per-
form this reconstruction is in utilizing the
correlation dimension method, which allows
to calculate so called correlation integral and
its dependence upon a radius of the correla-
tion sphere. There are a few versions of nu-
merical realization of the correlation dimen-
sion algorithm.

Usually, simultaneously one should check
the correctness of the processed data by
means of utilizing a surrogate data algorithm
(see al details in Refs. [20-20]), which allows
to create the substitute data sequences gener-
ated in accordance to the probabilistic struc-
ture underlying the original data.

It is important to underline that simul-
teniously an autociolrelation function al-
sofythm as well as method of average mutual
information are utilized to calculate very im-
portant numerical parameter of the all algo-
rithm such as a delay time v (or lag). The
matter is in the fact that the series (1) is ex-
changed by the series with delayed variables
I (j+v) and further one should construct the
corresponding vector in the D-dimensional
space:

[1G), 1G+v), 14 +2v), ..., 1GHD-1)v)]. (2)

It should be noted As it has been noted in
[20], if a number v is too big, then I(j + nv)
and 1(J +(n+1)v) will be completely inde-
pendent of each other in the statistical sense

and the projections of the orbits on the attrac-
tor will be directed at two completely unre-
lated directions.

In order to check any complex system on
an availability of the elements of a chaos any
researcher usually utilizes a procedure of
calculation of the such important dynamical
invariants as the Lyapunov indicators o;
(look details in Refs. [17-20]). These indica-
tors determine an invariant measure of chaot-
ic attractor. The latter are very useful when
considering the physics of the process and,
moreover, determine the limited predictabil-
ity of the chaotic motion of the physical sys-
tem. Using only topological or only dynamic
invariants to characterize the attractor is un-
likely to give a "complete" set of invariants,
SO it is necessary to use them together. It is
worth to remind that there is another very
important characteristics such as Kolmogo-
rov entropy Ex which is defined as a sum of
the positive Lyapunov indicators.

In order to calculate a dimension of the
chaotic attractor one could use the Kaplan-
York formula :

DL:i+ZSm/|8i+1|' (3)

m=1
where the Lyapunov’s exponents d are taken
in descending order, and the number is such

that the quantities 25m>0 and
=1

i+1

Zﬁm <0. To calculate the Lyapunov indi-
m=1

cators 9d; , one could use one of the existing
numerical algorithms and the corresponding
PC codes. In this paper we have used the al-
gorithm, which is based on the Jacobi matrix
of system and the numerical codes Tisean,
Quantum Chaos and Geomath [20]). The de-
tails of the utilized methods and algorithms
can be found in Refs. [20-20].

3. Below we present the concrete data of
analysis and modeling time series of emis-
sion intensities of chaotic transmitter/receiver
systems (two coupled semiconductor laser
systems in the all-optical scheme) suited pre-
sented in Ref. [2] for encoding at rates of
GBiIt/s; the typical time series of emission
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intensities of chaotic transmitter/receiver sys-
tems with two coupled semiconductor laser
systems is presented in figure 1.

I6

[ =]

50 100 150 200 time,

Figure 1. A typical time (ns) series of emis-
sion intensity | of the chaotic transmitter/receiver sys-
tem with two coupled semiconductor laser systems
(8x10° points and At=0.0125 ns).

The concrete step is an analysis of the corre-
sponding time series with 8x10% points and
At=0.0125 ns. The corrective algorithms
have been used in order to reconstruct the
missing time series terms. The calculation
allows to get the following values of the
main topologic and dynamic invariants,
namely, the time lag v=8, the embedding
dimension Dg=5, the correlation dimension
Dc=3.2, the Kaplan-York dimension:
D.=2.3, the positive and negative Lyapunov
indicators 6,=0.233, 8,=0.003, 85=-0.004,...,
the Kolmogorov entropy: Ex=0.236. Surely,
there is an important chaos availability pa-
rameter such as the Gottwald-Melbourne
Egm , however here we did not calculate
Egm. The performed calculation allows to pay
attention at a few important dynamic features
in the system. Firstly, availability of two pos-
itive Lyapunov indicators is an evidence of a
chaos availability in the temporal dynamics
and existence of the respective strange attrac-
tor in a phase space.

It is important to underline that the
Kaplan-York dimension is very close to the
correlation dimension, but indeed is smaller
than the embedding dimension. The latter
confirms the correctness of the choice of the
latter. In order to conclude, let us underline
that in this work a chaos —geometric ap-
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proach (in versions [20-20]) has been applied
to investigation of complex chaotic optical
communication dynamical systems with the
aim of modeling and processing data of the
time series for emission intensities of chaotic
transmitter/receiver systems.

The latter is provided by using two unidi-
rectionally coupled semiconductor laser sys-
tems of Ref. [2]. The numerical data on the
some dynamic and topologic invariants (the
correlation and embedding dimensions, the
Kaplan-York parameter, the Lyapunov indi-
cators, Kolmogorov entropy) for investigated
chaotic signal time series are obtained and
analyzed in order to estimate quantitatively
the chaos phenomenon in characteristic cha-
otic optical communication system. It is im-
portant to underline that a changing the gov-
erned parameters in a system will result in
changing the main dynamic and topologic
parameters and can be performed in regime
of the numerical experiment.

As the problem of a signal processing in
investigated chaotic optical communictaion
system is directly connected with the
corresponding cybernetic security, it is
obvious that the obteined data on the chaotic
dynamic parameters and carrier can be uti-
lized for indirect estimate of a privacy in the
communication as the higher the complexity
of the carrier the more difficult is to decode a
e message without the appropriate receiv-
er [2].
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of GBit/s. The problem of a signal processing is directly connected with the
corresponding cybersecurity in some optical chaos communictaion systems. The esti-
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OBPABOTKA CUT'HAJIOB U KUBEPBE3OITACHOCTDB B HEKOTOPBIX
XAOTHYECKHUX OIITUYECKUX CUCTEMAX KOMMYHUKAIIUU

Pe3rome. Xaoc-reoMeTpuueCKUil MOAXOJ K MCCICAOBAHHUIO CIOXHBIX XaOTUYECKUX -
HAaMMUYECKUX CHUCTEM NPUMEHSETCS IJI aHaJIn3a, MOJEJIMPOBAaHUS U 00pabOTKH BPEMEHHBIX
PSI0B MHTEHCUBHOCTH M3JIyUYEHHS] XaOTUYECKHX CHCTEM IepeaaTyuKa/TIpueMHUKa (IBe CBS-
3aHHBIE I1OJIYIIPOBOJHUKOBBIE Ja3€pHbIE CUCTEMBI B MOJIHOCTBIO ONTHYECKON CXeMe), IpH-
TOJHBIE I KOJUPOBAHMS CO CKOPOCThIO mopsaka ['out /c. Bonpoc 06paboTku u KoxupoBa-
HUSI CUTHAJIOB HENOCPEICTBEHHO CBSI3aHO C COOTBETCTBYIOIIMM BONPOCOM KHOepOe3omacHo-
CTH B COOTBETCTBYIOIIMX Xa0TUYECKUX ONTUYECKUX CHCTEMaxX CBsI3U. BBIOMHEH pacyeT 3Ha-
YeHUH AMHAMHYECKUX U TOIMOJIOTMYECKUX HHBAPMAHTOB, TAaKUX KaK KOPPEJSALHOHHAs pas-
MEpHOCTb, pasMmepHocTs Karnana-Hopka, nokasarenu Jlsnynosa, sutponus KonMoroposa u
Ip., U1 U3y4aeMbIX BPEMEHHBIX PAJOB XAOTHYECKOTO CUTHANA JIBYX CBSI3aHHBIX MOIYMNpO-
BOJIHUKOBBIX JIA3EPHBIX CUCTEM B OOIIEH ONTUYECKOU CXeMe.

KiroueBble cJI0Ba: CIOXKHBIE XaOTUYECKUE AMHAMHUYECKUE CUCTEMBbI, CBSI3aHHBIE MOJY-
IIPOBOTHUKOBEIE JIA3€PHBIC CHCTEMBI, 00pabOTKa CUTHAJIOB U KHOEepOe30macHOCTh

PACS 33.20.-t
baxynina €.B., O.B. Jlikuii

OBPOBKA CHI'HAJIIB I KIBEPBE3ITEKH B TESAKUX XAOTHYHUX
OIITUYHUX CUCTEMAX KOMYHIKAIIII

Pe3rome. Xaoc-reoMeTpuuHUi MiAXiA 10 AOCHIPKEHHS CKJIAJHUX XAOTUYHUX JMHAMId-
HUX CHCTEM 3aCTOCOBYETHCS JJIsl aHATI3y, MOJEIIOBaHHS Ta OOpOOKM 4acOBUX PAJIIB IHTEHCH-
BHOCTI BUIPOMIHIOBaHHS XaOTHYHUX CHCTEM IepeaBaya / mpuitMaua (AB1 MOB'sI3aH1 HaMiBI-
POBITHUKOBI Jla3epHI CHUCTEMH B TIOBHICTIO ONTHUYHINA CXeMi), MPUIATHI JJis KOJYBaHHS 3i
mBuaKicTIO ['0iT / c. [IuTaHHs 06poOKM Ta KOJyBaHHS CUTHAIIB Oe3MOCepeHbO MOB'SI3aHe 13
BIJITIOBITHUM MHUTAaHHAM KiOepOe3neKH y BIJMOBITHMX XaOTUYHUX ONTHYHUX CHCTEMax 3B's3-
Ky. BukoHaHMil po3paxyHOK 3HAU€Hb JMHAMIYHHX Ta TOIMOJOTIYHUX 1HBApIaHTIB, TAKUX SIK
KOpEJNAIiliHa po3MipHicTh, po3mipricTs Kammanma-Mopka, nmokassuku JISmyHOBA, €HTPOIis
Konmoroposa Ta iH., A7 BUBYAEMUX YaCOBUX PSJ/IiB XaOTHYHOTO CHUTHATY JIBOX ITOB'SI3aHHX
HaIMIBIPOBITHUKOBHX JIA3EPHUX CUCTEM Yy 3araJiIbHOONTHYHIHN CXeMi.

KuouoBi ciioBa: ckiajHl XaOTHYHI AWHAMIYHI CHCTEMH, MOB'sI3aHI HAIIBIPOBITHUKOBI
Ja3epHi cucteMu, 00poOka CUTHAIIB Ta Kibepoesneka.
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